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¥ 21ALCOA++ AR

deoly ¢34 £4 ALCOA ALCOA+ ALCOA++
Attributable 44 v v v
Legible =4 v v v
Contemporaneous | A4 \ Y v
Original QRA v v v
Accurate A 34 v v v
Complete A A v v
Consistent ] 4= 4] - v v
Enduring S, RN ol Wl F T v
Available B |_ ry l_v U v
Traceable 1#%{3 ' Sy

GMP IT Al2BloA= dld A]AHES] ALCOA ++ o AE&HJSS S937] 93l

CSV(Computer System Validation)E % & g+t} [1]

FDACI A= AAF A|=FElelA vieop & 7] 85 AAste] EEEATH
A A715% (Electronic Record)} %1 ZFA] ™ (Electronic Signature)©] A& 3 4= ¢lar

%3 BEE Ao aFdnw AU, olF AW & At 48 FE

ol

AN 3R TE L A& 7]50] Title CFR-Part11°] tH2][3]

2.3 FDA Title 21 CFR-Part 11
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A3t Aotk AAF 7Sy AR AFA, JAA, 7EAS SH5E S
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AA 2] AN 7ES FAHA B2 FEN E=ES =

oo}, & o7 MAE] xF4d 29y A7FA A H ATk [3]

2 gee) 2aE okgsh 2 2, 3]

¥ 2.2 CFR Part 11 Audit Table

i

2 A5 A AE
Subpart-A o WY
- gu =3 . o3
. A9
Subpart-B e T A2EE A% Aol A
- AR A5 e Y AR A% Ao 3
|

Subpart-C o Oul 9 A3}
kS

N o« AR A

CFR-Part 1194 F2 tFE gA9& ofgje} o] A Hrt [4, 5]

¥ 23CFRPartll 8 84
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Paperless - delEE Fol glalstel, 7S o] AR1E Hojof gl
- AR A1se wael 9t glolok s, Held A4S
Fslor el

Audit Trail - owAd et e F9s) A, 2E dolH 44

- AHAlE ohEH, dloly H&Ads= Thssith AdS 7
H ARt Thsste]of st H|ZAd st o e AT E 7] S 3hof oF
ghrh. B dolHE WMol Holok Fht[6]

e-Signature - AANEE ARAY 297 HolE TA4S AT F A
Qo] FA3 Qo] wANFE Ags AE, A

ASe dust WS 7|Wo R k= FYEojof gt}

2.4 GAMP5 ©?

GAMP 5(Good Automated Manufacturing Practice 5) #A|eF 2 Hlo] @ Ak Ak oA
ARE @ Aae] AEa FA Rl AT e TR D0la} AN 4w

&

o[\

g ol o714 SAkE wldeleka olslshd Ht,

# % GAMP Life Cycle V Modelo] 21t} 19903t Zo A& whEo]x o] g2 GAMP
7hol=olli= [Z¥ 1 GAMP5 Basic V Model]¥ #o] 34 1 F7] mdz
AZE TS Aol Fastth rev AgAe] #elA & wW #A= GAMP
Zhol=o] A E®E7F Ak akdol] Az A A I AAE FAEE Aol
AARTH= Aotk w1994 HE 2008 Z7FA] GAMP 7hol=9] A S 470

H Ao AbgE v Rde F2 Ax AHE Y3k Aol 9y JEgiE o] vV



Ee2 AAYold satel A Algsts A5 AHFH Aol 247 e AHE F=
A" A R ALEE Alzsk=d A3tk ol AlAE T odae VR

A TS 7HA AL glon, olgldt AL JiE A EE AZ el dhA
urE stz " [7-10]

2o W Fleaes FrhEa gEus A3

[&

el A2ZEYO $&

GAMPSZ A 3HA = ATh[11]

Planning Reporting

>| Specification Verification |<

Configuration
and/or Coding

Supporting Processes including Risk Management

1% 2.1 GAMP5 Basic V Model

¥ 2.4 GAMPS5 Category T3

Category GAMP4 GAMPS

1 Operating System Infrastructure, Software (OS, middleware,

DB Manager, etc)



2 Firmware No longer used — Firmware is no longer
functionally distinguishable

3 Standard Software Non-configured software — Includes default
configurable SW

4 Configurable Software Configurable Software — configured to
satisfy business process

5 Custom Software Custom Software

GAMPO| 4] A A|8}i= Category Model> Software®} §&XZ1300] ThEo0]Zl

243 gggel mek Agetel csv AE W F97 RS WA 4%

A2 5 Al =d, oy sgZmade RAdd & Qx, ofd

sE&ZRIYS Blaso] d F V] WEeld

Ade Hrke Ad=Ee F5, #2733 A4V 2R sue

FFAT o] AHE Category W Frb AFAZ AR 3, fARS

SHA WA} o] Fo]d w 8V e 483171 % (10, 12]

Probability

Medium

Severity

B Risk Class1 Risk Class2 M Risk Class3

Severity = Impact on Patient Safety, Product
Quality and Data Integrity(or other harm)

Probability = Likelihood of the fault occurring
Risk Class = Severity X Probability

a9 22GAMPS ¥ = H7F HAEE [10]

10

Risk Class

Detectability

M High Risk Priority = Medium Risk Priority B Low Risk Priority

Detectability = Likelihood that the fault will be
noted before harm occurs
Risk Priority = Risk Class x Detectability



2.4.1 GMP System 7]3- Ao 7]

Aok mpole AT, A EFH #E] Toll Paperless, H|oJE FA3}

ARANG 98] AZEge] S8 Zzasol} AFH AAUS usel

A mmsksm vk Y TEads AsRe ABA AR g A,
Ao el w7] Wil GMP Al Aol L eE o] Thl6, 13-15]

GMP &A A EFFoXtte= AL §&EZZH, A|~Hlo] Data Integrity
Zwol wEd & Qolok dH, o s Axdem wAHL P
ZgaofF stth GMP 82218 A|AEIES] Ao F=7]= A& Concept-Project-
Operation-Retirement®= = o] x ok A2l A TAQl Project A A =

Planning-Specification-Configuration and/or coding-Verification-Reporting A=

& E o] Rt [10, 11]

¥ 25GAMP5 T2 A E HHE GAE A9

@A a3

Planning - AQE Sas] A9 A4 EE REYe Fae: W,
Azge] gwiEsl FEEI ded wet 4FR £ YRS
Ful e,

Specification - o A1E9R ARe FAMen mdsk: WA FaR A
A4 SEERIY, Asgel Wi S FAROR JEHa

F gEs gk @ @AM AR BAY 7S5

11



Configuration - Specification°| A/ AAg o2 Fdste= GAot 7

andjor Coding SZellol el A AFSE sl uE  AAssow
THAY AF NEAoE Sl FEEE S

Verification - URSE 7|¥o 2  Configuration A 7fdE ol ZAus
Az A7 T 2o Oz AEaa, wan Sy

LztEel fleAE AlAstel dd AaEel ool glee

Reporting - URSYl 7ls=¥ 8 Abdel disl, A4dsA 4L, csv 23

2.4.2 GMP System ©AI"H Ao F=7]
ISPES 4] E3}= GAMP5°|4] GMP A] 2812 Concept — Project — Operation —

Retirement 2] ©@AE 7FRIH[11]

ol AFgH 718 Ao F7l= GAE AoF7]o A Projectoll 3 FHE T}

12



Project Stages Potential
Retention,
Reporting Migration
- Destruction
[ ] O LN J]
Verification

1

>

Risk Management, Design Review, Change and Configuration Management, Traceability, Document Management

Concept Project Operation Retirement

Supplier - s Supplier
Supplier Involvement Supplier Involvement e ey

Y 23GAMPS 213 GAE Ao F7] 71E [10]

Pro;ect NERES

Retention,
Reportlng Migration
" 4 Destruction
- v L -

1

I
1
Confvgura(lon b Changes -
and/or Codmg

Risk Management, Design Review, Change and Configuration Management, Traceability, Document Management

Potential

L Specification

Concept Project Operation Retirement
@ Initial risk assessment ® Risk-based decisions during planning of operational activities
@ Risk-based decisions during planning ® Functional risk assessments in change control
@ Functional risk assessments @ Risk-based decisions when planning system retirement
@ Risk-based decisions during test planning

1Y 24 GAMPS 23 GAE Ao F7] AAAATH([10]

13



2.4.2.1 Concept T/
Alz=Eo] TS G H3he @A

- AR&AF 8 7AFaH(User Requirements)s <+ H

g

- Alz=Ele] EHA 3 o]y AlE-(intended use)S 9

- A

m;

B

iz
ﬂi?}
ﬁ

2.4.2.2 Project T/

FAe E=4EA, HE TS 2

il

- "8 Al(Specification): 7|5 % 7| AA WAE LA stste] A8t

- 74 9 3 Y(Configuration and Coding): A|Z=8l 7|k = -4

- A5 (Verification): 1Q, 0Q, PQ 5 T3t -] HIAE 43 w7

kel AR

. ~ = ==
- HIl(Reporting): TEAE gF AIE Qofetal A|2H HF 4R G
" 1. URS \ - )
2. System Impact ‘ 1. Validation Report ‘
Assessment ' CE————
3. Validation Plan 2 |
4. Supplier Plannlng Reportlng
\ Assessment
A
Speciﬁcation Verification
‘I 1. 1Q/0Q/PQ ‘
1. Functional Specification h g
2. Design Specification Configuration
I and/or COding ! 1. System Development
| 2. System Installation
X 3. DQ
System Build 4. FAT/SAT/Commissioning
. 4

Supporting Processes including Risk Management

1% 2.5 Life Cycle Approach(Project) [10]

14



2.4.2.3 Operation T+7|

GMP A|=®lo] 2 u = dAS orstH, Al &5 ofefel 2ot

9 EolA Fgolgte o] FTAke] MAE o] AlaE o]ofXH dEo] =
Foly, da-S WAlstr] 98l AEAR HS5H HET FAIZ o] Fo]AoF st [11]
2.4.2.4 Retirement

GMP A &81e] B o] AA=de o, FaiA= Srloltt =2 2o st §x7}

AFHAY A ZE GMP A =Floz WA o] Aol s ul YA Aot

- Al=g w7 A

- F9 v=YUA dolg e nlo]agold &

rr

¥

- 3 A D A 8 FA S 2= dolE BHE

X 2.6 GAMPS5 Project-Operation Action

Phase Action

Project D Initial risk assessment

15



@ Risk-based decisions during planning
@ Functional risk assessments
@ Risk-based decisions during test planning
Operation (5 Risk-based decisions during planning of operational activities
® Functional risk assessments in change control

(D Risk-based decisions when planning system retirement

2zt Agan FAsor Atk webA Aaw Su Frle] Alge AFH 3

AzEe FE EE TES 9 2R A8 ADS AT g Fas

e AT d LFAA 4TS @k Al AP, guve ge

DAY Aol AEe] Azel EQ B AN AEE HolE el 43
gagol wg Fastth oy FAMel £4% 49, AR dolge] syt

A w3k QAL AAe] LulAlA HE 713

ok, Al B GMP 5 N5 wasty] 98 dlelE FAAMS Fas

oft

B7reek doly FaAe] AES ot Il AFE e shaL, ol & 7199
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4 713 A VlEs S, A AyE des] Fdl, FDAS A A=

-1 1l

ofefje} o] FrEE X [17]

3 2.8 FDA Inspection classification

T 44
No Action Indicated which means no objectionable conditions or practices were found
(NAI) during the inspection.
AR Tl =E 2delu wdo] WAEA FUES
BE
Voluntary Action Indicated (VAI) which means objectionable conditions or practices were found, but
‘ the agency is not prepared to take or recommend any administrative
‘ or regulatory action or
LBk 2ot #alo] wARAA N s]To] WA E=
A ZAE ASAG AnG FHb Hol QA e
B
Official Action Indicated . which means regulatory_ and/or administrative actions are
(OAI) recommended

A R/EE P 247 AGES 9
Warning Letter : FDA ZAME 7 5 {21 Al o] Het F-7 BFIFSFTE Form 483

Jele] Bt A FDASH HFE BHL ANE Y, AIEA} PE

B a9 Ha AdE T 7 A5 18]

18



(2010~2020) 10137+ FDAS| A 283+ Warning LetterS 4] 5t

Integrity W]&5=ol] W& A7t F523] 20~25%°] @3ttt 22 T} [18]

¥ 29FDA A3 AFAH T8

€] a3
CDER(Center for Drug Evaluation and | o]} 71FAlH, A9, nlo] 9.
Research) ARAE S TFAG Bohe

CDRH(Center for Devices and Radiological | 2] 3 7] 7]

Health) og7|7|eF AR WrEAIEe] orEA I
Frade B7He
23\ 1% FDA Waming Letters +-213lo] DI®} #HE A AANRS AFHE(27%)

A 9%

< 9= Atk [19, 20]

¥ 2.1023 3% FDA Warning Letter %43

g

Instances

TATE

T4 A

14.0% 71 instances 21 CFR 211.192 Investigations of discrepancies, failures
10.8% - 55 instances 21 CFR 211.100(a) Absence of written procedures

10.2% 52 instances 21 CFR 211.160(b) Scientifically sound lab controls

9.4% 48 instances 21 CFR 312.60 1572 Protocol compliance

9.1% 46 instances 21 CFR 211.67(a) Cleaning/sanitizing/maintenance

7.7% 39 instances 211 CFR 211.63 Equipment design, size, and location
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6.7% 34 instances 21 CFR 1271.75(a)(1)

Human tissue for transplantation, risk

factors, clinical evidence

5.5% 28 instances 21 CFR 211.113(b) Procedures for sterile drug products

Top 10 Citations
Fiscal Years: 2009 - 2024

Foods-21 CFR 123.6(c)(1)-Food safety hazards

Devices-21 CFR 820.100(a)-Lack of or inadequat...
Foods-21 CFR 118.28(b)(4)-Floors, walls a...

Drugs-21 CFR 211.22(d)-Proced...

Foods-21 CFR 1.582(a)-Develo...

Foods-21 CFR 110.28(b)(7)-...

9.2%
Foods-21 CFR 123.6(b)-HACCP pl...

Devices-21 CFR 820.198(a)-Lack of or inadequa... .
Foods-21 CFR 123.11(b)-Sanitation monitoring

1% 2.6 2009-2024 Top 10 Citations [21]
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Inspections Classification by Product Type
Fiscal Years: 2609 - 2624

208k
Classification

W NAI
W OAI
165.23k B VAI

158k

1806k

Total Inspections

58k

2452

Biologics Devices Drugs Food/Cosmetics Tobacco Veterinary

Product Type, Classification

¥ 2.7 2009-2024 Inspections Classification by Product Type [21]
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2l

ol

%5 A ¥ 2~ (Al as a Service, AlaaS)7} ZA FE31 QJt}.[28]

hEZA S AlaaS $JAo]WH Al oFHQIA AMH]AZ = AWS(Amazon Web Services)2]
Rekognition, GCP(Google Cloud Platform)©| Google Cloud Vision API, Microsoft®] Azure
Face APIMH| =5 OIEE #S 5 Utk o2 A ghgd 297 =45 API

FE| = AlF-gke) [29]
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EyebrowLeftinner
EyebrowlLeftOuter

EyelLeftTop
PupilLeft
EyeLeftOuter
EyeleftBottom
Eyeleftinner

NoseTip
NoselLeftAlarTop
NoseleftAlarOutTip

UpperLipTop
UpperLipBottom
MouthLeft

NoseRoot

Left

NoseRootRight

D || &=
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N

% 3.1 Azure Face landmarks [31]
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EyeRightTop
PupilRight
EyeRightOuter
EyeRightBottom
EyeRightinner

NoseRightAlarTop
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MouthRight
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UnderLipBottom
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Y 41GMPISO XY 21 7|1F %53 AR}AE

4.1 dleoly 474 73 g

FDA CFR-Part 11614 A=} Holat 7j2lo] A3, A&l w= 523 7AFTH
Holg HRER, 7|3 e dde 7oz FAHY 7 7] Ay} Hyoe=

FE® 59 2= A2 onantn 4o Wtk 3

ID/ PW + HAAAMHEe oz &8 7lx|7F =rh. vy Data Integrity’} 5 xF
FaE s 9 Eud, IDPWZF ZEE Data Integrity? FHS S5 4 e

o] whes|ojof & o]t
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olof g Wt m AV FHES E&3] dAAA | =Ysl R, Data Integrity
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A
gAE do]AE | AIE F3l, 7199 A= & As AR 7714Q gstE Fa
53 Fis AdE 7 U
HEAQ Z4 Al BEste] QoAM= e/7E gl e R ol tisiA
A7 A fls
7le A% 7HEs | lso] HEY A FALAES AEHH R Hststal 9l
SHAITE, AlFE & gle Ale 2358 o 2 8o A Qormw ZHYPE
Ao Al 7]d|oF str}. o] E|A~E AL-&E Azure Face APIS] A& FA}S|

H.9ke[30]

¥ 4.2 Azure Face APl A5 H| 2L ¥

Feature Azure Face APl | Open CV Haar | Dlib Face | LSTM
Cascade Detector

Platform Cloud and Edge | Local Local Local

support

Supported JPEG, PNG, BMP, | JPEG, PNG, | JPEG, PNG , | JPEG, PNG

image formats | GIF BMPTIFF BMP

Accuracy High Medium High Medium

Speed High Medium Medium Medium

Age and | Yes No Yes No

Gender

estimation

32




Emotion Yes No No No
detection

Eye detection Yes Yes Yes No
Skin color | Yes No No No
detection

Facial hair | Yes No Yes No
detection

Scalability High Low Medium Low
Cost Free, Pay as you | Free Free Free

go
[26, 32]

4.3 Azure Face APIE &-83F ¢HHO A S F3l 2%

Azure Face API AMH|E 7] 594 Openai=Htd Aso] £ AL} &£
HekE sAloll neste] AAlE dagles 7Nt g FAbsi, thdFd A=

2 s 7leS Aled[31, 32
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4[ 1. QtH ZX| (Face Detection)

A J

1z
nE

<A E O|0|X|oM H= B S
*Bounding boxZ €= ?IXE H
-O|0|X|0| M Ci=2| H= X 7ts35tH 2t d=2| 1R IDE €%

-OHH ZR| o] =EE 5l =3, 4k, oidE S2| 2 22U 1

— 1 ] o
2
—[ 2.0tH EH (Feature Extraction) J
ZXE E=0M =2 EZYF™(landmarks) F=
O = 2, Yol #IX|, €= &M S
EAF T|Hte 2 1R Ot HO|H HIE{(Embedding) ‘44
+O| GO|EH &= At =2 +atA o2 HHHSHH HlWe| 7|FES

4[ 3. H|O|E{ H|i X O§X (Face Matching)
+FEE OtH Ho|E HIEHE AtH SEE [0[EQf H| I
« FALE H==(Similarity Score) A4t

*RAEE 0~1 ARO|2] g2 = Hietk|H, 10] 7ite2+E 2 222
s

< QA Zt(Threshold) 87X EX F4= o|A4Y {0t 1= M ZOE K2

J|2EMOZ Azure= 0.5~0.6 O| &9 AAIZtS HE

D
2
ra
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ol
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=,
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e
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4[ 5. Ot 5! HOob 2| (Security Management) ]—

+0 = HO|HE &23t510] ME(HTTPS/TLS AHE)

OtH HO|HE= 28 AT AFRE|H, X|EXOl HE = AR
=

=95
‘B ES ZE0|HEQ| API 215 7|E Sl ATt =0l
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Azure Face APl AMH|~& o &) 7}A] A A 2] (preprocessing) 7] &2 ARE-slo] A= Q12

=i

2 Y dagFe Aeeet g8l A EH. [31, 32

¥ 4.3 Azure Face API A A g 7|&

T a3

M

Basic Algorithm | A=A 5 93] A4 F(CNN)S AHE-E
Detection olulx] A+fs}l, oA Ad, =W A fstE F3 Detection ¥ Master

Landmarks®} ¥ S 233} sf

Filter wol= ZHAE 98 artifactsE A3}l Gaussian blur, median filterS
g3t

71 e} A]g | Principal Component Analysis (PCA), Local Binary Patterns (LBP), Viola-Jones

7% Algorithm, Support Vector Machines (SVMs) &2 %] ] (preprocessing)

44 AHE FA 0ol eHEY HRE &3 ¥3Y “One ID”
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4.5 Azure Face APl 915 H|XE

45.1 A& A2 Flow

AR Al 2Elo = 7R Q1S AAIQl (ID/PW)HEA] o=
A A QA Qb S T AFEE Eolaa)
£ 138 38l

AL 230l (712 o
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o ALSXL AL Al2E ol 1D B

HAAME BR 715 4%
2%

+ ALSAZH HAM YO Eadt

71 S sha, A
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« AL8Xt ClHto| 20| FtHatE
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Face APl & £l 0|0|X|, Azure Face

APIO]|

z
Password 22 IIs0: 52, A% 5)2
SR QE BB A AIRE W 2%
27ts o AlAEOA 7L 2Ol

2 o= =l

Azure Face APl 915 HXME T Aot M 25 %R oel Xz|

« AP, & E O|O|X|t AHE & - R 1T HE Al AR A - TXMY U OB QT ANE - (2R 2T HIjAl) HAIE 2
SE ot HlojH Bl MY 2F 2 =Y Al2g 230 7|15 .
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Recognition

% 2% H|Z(False Positive

Rate)

Confidence Threshold

1/10

0.1

1/100

0.2
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0.3 1/ 1,000

0.4 1/10,000

0.6 1/ 1,000,000
0.7 1/ 10,000,000
0.8 1/ 100,000,000
0.9 1/1,000,000,000

- A LA

AP ol 5=9 Probe Landmarks$t 22 Sl s A AldolA Fe ol x]7}
Tag, 4= dxad Fetaes AesiA shedE AdsA JAAEAE
Y= AL b AT 35% ojule] AFohay- Wste= QA Eo] 2 WHEo

o= & F U} [34] H S (Verification) ¥} 915-(Authentication) Aol Al F 7ld 9]
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% (Verification)<> Aol 55%  Probe
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o
¢1%(Authentication)> HAEH AR 54 A& ¢ YA 52 7lg s Aotk

E 4.5 Verification®} Authentication X}°] %

Verification Authentication
4 Lands Marks AHSlo]  tjito] | t)/do] 7] AD(Active
A=A Fel Directory)$tell 1= thdat 573
53 Face AK w3 &<l A dH 54
Al A AR R, A= A 279, 9% Fo
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1% 4.3 Azure Face API Zt 54 3§ 245 [31]

454 AA HAE %3
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- Verify-Authentication +H] 4 F3l,
P
A Q12 & (Facial recognition rate) =
HAEs et (A golA
Verify 0.9 ©]7% dX]&& H<Q)
Verify §- siddds 54 A4 + 3=
Authentication V| % & 3t}
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ w FAE e AFUold AAEE 07
P
P 988 1
9 e WA 5 8PS PPoR HAES AR,
UG 293 BAW mER Fhie, A A AHA S
£3 TE1 T2
48 (8 w2k 7 g2} 1
HA AE A% (8 28§ 139 EEX I
a"E ®) 300 : 6% 40t : 24
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i 31 EX| Al AESO 2 Ege|o] §F Zats of2i stRollM el JhsELch

[ Detect 22t ]
Detect Model 03] :

‘glosses™ ReadingGlosses’,
“occlusion™ {
“foreheadOcciuded” false,
‘eyeQccluded™ false,
‘mouthOccluded”: true

"mask™ {
e i

[#] isidentical - true [ confidence - 0.9899 [#2] isidentical : true [ confidence : 0.78016

1Y 44CASE1 A3 A

Face Landmarks 7} 170 74 -%-,

- UubHl QA EL 0987 A UAFE AFE S

- mpraEE am oldlE AEe A%, 0789 AdE AAA 05
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23] isidentical : true [ confidence : 0.9538

|2 2] isidentical : true / confidence : 0.76637

1Y 45CASE2 A3 A

Face Landmarks 7} 571 74 -%

42

"glasses” "ReadingGlasses’,

‘foreneadOccluded false,
“eyeOcciuded” false,
“mouthOccluded” true

YoM True



[ Detect 22t ]

Detect Model 03
r

24| isidentical : true | confidence : 0.90966 ] isidenticol - true [ confidence - 0.95136
29 4.6 CASE3 23} oA
Face Landmarks 7} 1070
- ARl A ELS 0952 =
- wpAFRE = ol E v} 0.909] A¥}E CASE2 HT} ¢l Eo] Zolx
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22 §4

rooTe AL,

-
aa

o

I9Y 47 F92} CASE3 23 343

¥ 4.6 24 HAE A3 R%

3 o|e d : NORMAL

Ha . MASK

User1 0.98 0.76
User2 0.98 0.87
User3 0.99 0.90
User4 0.97 0.89
User5 0.94 0.67
User6 0.98 0.71
User7 0.99 0.80
User8 0.98 0.78
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User1 0.97 0.76
User2 0.96 0.90
User3 0.98 0.91
User4 0.97 0.89
User5 0.94 0.62
User6 0.95 0.78
User7 0.98 0.88
User8 0.95 0.78

User1 0.96 0.90
User2 0.95 0.93
User3 0.98 0.94
User4 0.97 0.93
User5 0.94 0.75
User6 0.98 0.88
User7 0.97 0.94
User8 0.90 0.95

8 o] CASE A7}l H+f, vl Z8-A] 0.84, dukAasl 0979 AA &S B
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ABSTRACT

Research on the application of electronic signatures using Al biometrics to

increase GMP Data Integrity

SangHoon, Ahn

Department of Computer Engineering

Incheon National University

Lately, the FDA and the EMA, the regulatory organizations, have asked for stronger
requirements regarding ‘Data Integrity’. In this situation, it is necessary to guarantee ‘Data
Integrity’ in the medicine production and GMP. This research searches for the way to raise Data
Integrity through the technology of face recognition utilizing Azure Face API. The technology
of face recognition based on Al can reinforce the Internet users’ identification process and if it is
included in and applied to the electronic signature procedure, credibility and security of the
authentication are expected to improve. In this thesis, the technology has been tested by using
Azure Face API, and the way to make up for GMP electronic signature process has been suggested.
Also, it has been proved that biometric techniques based on Al can be effective tools to work out
the Data Integrity problems. Through this treatise, I suggested the solutions to complementing
and overcoming the limits of preexisting signature process, and responding to any matters

regulatory organizations point out

Key Words : GMP, Data Integrity, Biometrics, GAMPS5, Electronic Signature, Facial
Recognition
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