TRHEBAL 55K aEm

ZALAAEA2H S o] &gl
AEH N A L] SHAIEDI A vl 3

Implementation of an Academic EDI System Using
Micropayment System on the Internet

KRB WIS A BB
& 8B 3 K
2 N &

19994 12H H



B AL FE RS

22AABAZPE o] 3

AR Y gol 9] SAEDI AH~ 7

Implementation of Academic EDI system
using Micropayment System on Internet

CIIIRER ol 5 K BB
W % E W %
I

19994 12H H



THEBAr G5 R

22BN 2L o] 3

Ao Ao stAIEDI AujA 73

EEHE - F & X

of MiXS HLBAM W= R

19994 12 H H

CIERBRE Tl 5 K BB
W OE B W %
-



AW TBHEtEBMHRYS RS

19994 12H H
* & & B R HI
* & £ R HI
* & £ R Hl

CNRER o 5 KB B



FEEZF e bRkt i
LR E R o s e ii
TETE QR OF oot iv
L A B b et 1
O. 28 AAAE AAE i, 4
L. AAE LG B et s et 4
2. RAZARNEY BB DT s e 5
1) MILHGEIE «vomenrmrissoriminiiimie it b st e 6
D) PaYWOIA cevrreeriiririsssssivesses st s s et 8
3. AETE AARNE AR BR oo, 10
1) T i s 10
2] T e b s 13
M, 8FAF EDI A 8] 2 AJAEY BE s 16
1 RO THAT s 16
1) B A G B oo 16
2) AZE DG B oo ss et 17

D) BIE] T ot et e 29

D, ASY TMEE I i s 25
SHAMUAE HELE T QBEEA e 26

4, ZHAAEY SAE D BEEE o 29
IV FAF MUlA AZEY T8 i 32
1. A A2 B UEYI e 32
2. FHY W B I i 33
U ZE e b s et e 39
FETL BB oot bR e 41
LB e R 43
QI 25 B e A 49



Table
Table

1. Relation of security components
2. Environment for the experiment

....................................................

L T T P YR R PR R R R PO



Figure 1. Basic model of the Micropayment System ..., 5
Figure 2. Model of the Millicent system .o, 6
Figure 3 Example of real transaction based on the Millicent system. ....7
Figure 4, Model of the PayWord system i, 8
Figure 5. FireWall SYSEEM iovorcoerrmiinciinisisiisciiss et 16
Figure 6. Procedure of encryption and decryption .o, 18
Figure 7. Procedure of Key eXCRange .o, 19
Figure 8. Examples of public key cryptosystem e, 19
Figure 9. Message digest with hash algorithm ..o, 20
Figure 10. Procedure of AUthentication. e 20
Figure 11. Typical model of electronic commerce. <. 21
Figure 12. Way of EDI eXchange o, 22
Figure 13. Structure of EDIFACT vt 24
Figure 14. Violence & contract of Dastion - eeeerrriismorsisiismarisissiansnns 27
Figure 15. Model fOr SECUrity SEIVICE «rimmiminiiriieses e 28
Figure 16. Process for issue of academic certificate ««. oo 30
Figure 17. Flow chart of the academic certificate issuance system ... 31
Figure 18. Display 0f HOMEPAZE -iverrrerssiemmimmmnerssmssiissisrmsiissssissssssesssnas 34
Figure 19. Display of successful login process .o, 34
Figure 20. Display of successful authentication at CA center .......ccoonen 35
Figure 21. Display of the first Order e 35
Figure 22. Display of payment Order e 36
Figure 23. Display of complete payment oo 36
Figure 24. Display of incompleted payment oo 37
Figure 25. Display of the output certificate e 37
Figure 26. Display 0f Manager mode e sienss 38



2% 29

AU FAH7 dirstE e FA me oz AARFAHY F4&
BAHEL 2HAER, HolEHHEMH A, LAZEHoFETY HAA F
Bel o] @ AoZ ogdrh. A FAxH LY JEEL FF
FHAY HFA olE HAAANY AR MY E =YE] A ryH
2t oW FaXEFTOR BAd Aol AYXE A xdolr)

E =EdAE 2943A JE A2 A9 F/HE EYen A F
HAE WA FEFHL Ae 29AE AN29FH Ao JdHUE F3
AR AFH AEE X2 T g £ AE A2¥e FEISAL
53 JdEUE B¢ FA AagdA Bl F BEAEA) 2R *F
of @ W& AA At

Ay AH&H ASP(Active Server Page)dlole AMuolA T3 o] & v
B g g F e ALRE O 422 58 YA B F UER Y
I AEMY/ @G AF/BLR AF AdE o]& FEIEY HAHRES
Aot AAARZIEDDA=®o] il gad FHEHO YA gent
EDIA 2] 7% Ao vz #83oq AAYAHEC)S AAand
(EDDe] Z%8 Azdoz A4¥  3ogz 7jgdd,

_iv-



Aejulo] wAFo] wel 2 dide]l HALddTA AT Y F SFAGNA
1922 71994 #FA2 a2 ojAe AFNeE s Yo
1991 Tim Berners Lee"®e] o8] Agt®l WWW(World Wide Web)2
A3 JEUS AFEATFIF 949 1,0008F 9.92% A 99T #A 2963H
% goz sy /s IAa® Aude r199 4984, 454
gayge, v FAH T RE EokdA U3 WMIE AL Yt
AE o] 7hATE E3 Ao 74F & WHEes 4AA7Hreal time), A
(stay house), &¥38Z(one touch)olth. 7= fF&Ao] F=HAg HE
A & A FAAN FRAHY AA7AA €& + doen FHoE ¢
Ae oA ks wol & 4 At HA ALl EFg, A&

7o) wat Folde AlzHtime)olgte AR L olARA HUEu AR
AHEC)R FHE Fu AR Fol1 7P AAAELHEDDE T4
3te] 1~29 ZEd & 308l AesA AU gL T RS
Bulstx g3 QEHN(EFLAA)E T FAANFETF dA =He d&
AN AEE A B £ QA HAT $8 dSaME 494
8 1807 7F2 el 30/ e d2FANLE AAGAY & Al &
Bl 5 AAg ol gstd 7 AAse digte] oF 1402 oA 77%9) <
B AHg¢8 71§an ot

oy ol d MR Aladgoz e A7 dAfME AAR 7150l
E EEse SATGY ZREE, MUY AREEE 9% Hed MEF
Aol e AAkE PFol wEojAk At AHAFAAE FAAEHS
HEo] 99 BY1YURE AgsE F vlofaE ABUAYY AR AT
& #7]) AFs T

e B

o



EAZ gAY EA2E AAA(Off-line) B9} Zo] BSojok Huh 9
HUlagE &9 1149¢ fjios 4E 248 23 93d 5 o g
A A Ge AoEY F¥L AE g ARU RSy FF =W o
Fakx £¢ ZojFn FAM AelNxGd glo] vEEE] 7+ ol
Fojdle AL PC 4@ AFLZ ZAYAAF 312%7F = 2 &A%
Eglo] TujAGon HE olo] EA 144%, 43 - FTAYA 126%EoR U
Ehtth olgtel AN A, F4, REAFo2 A WAE Wstm QM

2 A E gg WelXe AA4AY A48E EHo st
FHL Qe F2HAE ARYAY Al EQAA FFoz RET oE
ZA We 5 YE N2 29S Adsad gt dFHgeEe A
Zhste] 936%7F FREHNANE 21 Jon! o] FPMu 2ME
EolR oA BREE o g3t At VAFHA REQA Hd HAHA
gt g 9RgggAE dEYe B8 FHLFE v FF8E
W7l S8 ede A Urtel st BAEY FyE AU U= Fol
REolo]q SAH AAFAYFRE BY] olde AT 2P B o
FAMNE ATHAE e WA 4A g3y 98 BARA dde
ARLGAEN 2D F N FdA 438 A2de AYsd THeE
Ao 2 MAsA.

Hete] dolEMol2E T2 AME 29T AAY W FAPHS
A 229 Nad BYANE BB o) WYAGA 27 2aQ A
= shabdlolElulolag AAEL o]F RUAEAE HAsy] 98 AFA
g4 JAEE A5FE Z2YAE ddaa od iy ABL dE AL A
BAE BN A 1 A2E FARYANE 245 ALA] &
FaE ZHAE HEIL 0T ARAHOE B UAAGA BuHW AR

AEEti 1 FEAE J# ARF ez FFA L N AAAR



WEHWYF 7| (EDI Transfer)& ©] &4 dolREs Aoz Agtet=nt, AAA
o M E &Ad AAE BHL 2YYHY FEANL FERIEE B AF
AXe FHA MHdAM &8ss YHE 4F & AP

R THE RE IFdAE 2944 AeA2de Fstn Agw
27t FHE AW D AN FAEDIMHIA Al2ge] EYE At
i, IVAdAE o3¢ 78 43 AF#E YA VEANAE 2ES
Wl goge] APwake AT



M. 29 AA4RE N 29

ol e ARAES 9 L FHES Yolun YEAI £ &)
HAUEE FH4 ASE Adn A4 4858 A2d9 T @
3¢ aAHA.

1. AARAE] A9

AAAE AL dtyoe AAFAHANN 220 FlolAX 3y
< AF Ev Ad2d dg dzty AEE A3 A" AAE T
Ag e we NEIE, AREFE, AASFE, JEIE, AEIE 5 o
G FE A2dE] AAHD Qv AEFYY Fzo) wet, A4
Eu BAdel g3 Aol BAHE HAEFTH Fol 1 F94& ¢
AatA ALY A A2dd e FAdg 3& AHu o2 TEAHo
2 2837 g3 Aadoez UEs 5 9.

WEYY AAXNE A" =LA SET(Secure Electronic Transaction)?
9% Non-SETZ Yoz e 4 AUtk SETE M A% rl2g7t=rst 4
AE7EE AAAEY FEAFE AR =4 7199 IBMe]
o] &3 33 Non-SET HAAE AFdle AtolHAH, AN 2
= z7)d AAAEE NHE 3] Joy AzxsHs) dFgEt. S
o] = olyH el o]y o] (http://www.initech.com)$ H o] Fol A& H o]
& 5 o] (http://paygate.dacom)?} =4 Non-SET A 2 ¥ o]t}

A7A AgE 249 AE ANLHEZE Millicent, PayWord and
Micromint, NetBill, Micro-iKP, MPTP(MicroPayment Transfer Protocol)%
o] gl Millicent, PayWord, NetBill §° fEHeoltt, AdAE o7

il



BN

Aoz AYREAREFR FAF)] 7ted WA FAFH S} A
Bxgd] 285E Ae #A Ak B

2. ARARY FFst 49

AAABAI2EY ARG L A AEe 249 A& AAY AHsE
AARALTGAY, AA o AEAA a2 APHAFLR o]Fojyr. &
2dg a9 13 Zol Ytk Tl A (User)e % 7H 2l (Broker)el A
AR AAFEHE ALA A (Vendor)l AlA A A4E A E (information) &
W3 o] g AEIHY FALL AE/BH} dAH .

o] B YA &35 HdiME dHdM dFF SETY Non-SET
9 ANEAZEYJL 22}, Non-SETY SSL(Secure Socket Layer)<
AYYE FERE7} AHUE T3 AFE W 43E FoA%e dHez
o]§ 5 Zolx SETE ¥ © Uolrl 18 & AHEH 4 Atgre A4
& T3 A8 AAFHAE ALsE Ao, AdHAEE ¥ B ds
SET7l HojuAw RRsde EAYLR AnAE] Ayl e ¢
et 4% Non-SETAES A&del o 24Xz g ggoz
HEHY 2HAARANEA 2] dEE Lotz §r,

Financial

Broker |+—
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Figure 1. Basic model of the Micropayment system
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Use an Use secure macro
account Commerce,
to purchase exohaqge money
Vendor Script for script or license
Vendor script, request
User | « | Vendor
Service : change script
(reject already—spent script)

Figure 2. Model of the Millicent system
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Broker

2.Vendor script Y20

Broker script W4,980,” /"1 Broker script ¥¥5,000

3.Vendor script W20 : request

User |« | Vendor
4 Service W

change script 19

Figure 3. Example of real transaction based on the Millicent system.
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2 service
User - » | Vendor
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(W,,1) (first payment)
(W,,2) (second payment)

(W,i)  (i-th payment)

(W5,20) (20-th payment)

Figure 4. Model of the PayWord system
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rgk
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P4 A MEJIS g1 AP A UEYA Aold(2d 5)94

!’Ej HEEOIE U ALK

Figure 5. Firewall system
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Figure 6. Procedure of encryption and decryption
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Figure 7. Procedure of key exchange
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Figure & Examples of public key cryptosystem
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Figure 9. Message digest with hash algorithm
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Figure 10. Procedure of authentication.
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Figure 11. Typical model of electronic commerce.
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Electroniec Data Interxchange

Computer to Computer

Figure 12. Way of EDI exchange
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Figure 13. Structure of EDIFACT
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Figure 15. Model for security service
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Figure 16. Process for issue of academic certificate
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Figure 19. Display of successful login process
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A-1 g7 g9 23

Al &l

rir

t

o
Ol

‘IR0 EHAME AHOGID| Aoy S v
<htmI>
<head>
<title> A2 X2 21< ftitle>
<script language="javascript">
<l--
function sendit()
{
var str;
str = document.login._id.value;
if(str==""){
alert("&™HE J19at040F ELICL"Y);
document.login._id.focus();
return true:
}
var ssnl = document.login._ssni.value;'dl &
var ssn2 = document.login._ssn2.value;'H| &
if((ssn1.length 1=6)||(ssn2.length !=7)){
alert("FRISEHSII HUHE IS X HASLICEY);
document.login._ssni.focus();
return irue;
}
document.iogin.submit(};
return true;
}
function OnlyNumber()
{
if({(event.keyCode<48)| | (event.keyCode>57))
event.returnValue=false;

g DBUA XM=
£ DBUIlA M3

k=]
#Ha

}

//==>
</script>
</head>
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A-2 AEQA 221
<htmi>
<head>
<meta http—equiv="content~type" content="text/html; charset=KS_C_5601">
<title> Xl E</title>
<meta name="generator" content="Microsoft FrontPage 4.0">
</head>

<body background="../img/back_2.gif" bgcolor="white" text="black" link="blue
vlink="purple" alink="red">

1. verifyflag &= hidden tag £ =2ICt.

2. merchantreserved = hidden tagz HJ|E,
merchantreserved2, merchantreserved3?t & & 010k StCH

3. quotainterest = hidden tag® & 2ICt.

4, authentification = hidden tag £ &2ICh,

5. authfield1,2,3 = U&ES BEE S},

1. HOIXIE Z20| &t= "R
- paymethods 'card' 011
- ANEUEHS QY 1= RE2 paytypeR 2 &L}

OlE{ul ItEQ AR
- OIEYIIES 2B icardnum, BIYBI& = icardpwd® 8tC}.
- BYHB (X 4212 20t cardexpy, cardexpmOll FX2iA = ALSH
- jcardnume& cardnumber0l SAt8ICE,

2. HOIXIZ U2 JiE d=R
- cardnumber,cardquota,cardexpm,cardexpy= hidden2 & 8tLCt.
- CIHY =B F2IEE jcardnum, HIYH S = icardpwd® &t}
- HIYHS(x=Xt) 4X2I8 20l cardexpy, cardexpmOll SXicial
S ALeHCH
- jcardnumg cardnumber0ll S AEHCH
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<script language="javascript">
function valid_check(form)
{
var Digit='1234567890'
var target= form.icardpwd
var ipass=form.icardpwd.vaiue
var icard= form.icardnum.value
var i

m= form.creditcardexpm.selectedindex
y= form.creditcardexpy.selectedIndex

//RIEHYStEXI 2
else{
if(ipass.length = 4) {
alert('HIYHS = UIA2I8 JtsELICHY)
target.focus()
return false
}
for(i=0;i< ipass.length;i++)
if(Digit.indexOf(ipass.substring(i,i+1))<0) {
aert('BlYHS = =X o JpsHLCH")
target.focus()
return false

form.paymethod.value = "Card"

form.cardexpy.value= ipass.substring(0,2)
form.cardexpm.value= ipass.substring(2,4)
form.cardnumber.value= icard

if(confirm('QLEIS! JIER XIZBHAASULII?') == false)
return false
return true
}
}
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<input
type="radio" name="paytype" value="icard" checked><font
size="2">Inipay
Ol YIS X E</font> </td>
<ftr>
<tr>
<th align="left"
colspan="3"><p>&nbsp:&nbsp;&nbsp:&nbsp:&nbsp;&nbsp; &nbsp:&nbsp:<img
src="../img/tit_06.gif"
width="116" height="30" border="0"></th>
<td></td>
</tr>
<ir>
<th width="75" align="center"'><p>&nbsp:</th>
<td><p><font size="2" color="red">FBISEH S </font></td>
<td width="416" height="25"><p><input type="text"
name="regnumber"></td>
<td></td>
</tr>
<tr>
<th align="left"
colspan="3"><p>&nbsp;&nbsp:;&nbsp:&nbsp;&nbsp;&nbsp;&nbsp:&nbsp:<img
src="../img/tit_08.gif"
width="227" height="29" border="0"></th>
<td></ta>
<ftr>
<tr>
<th width="75" align="center"><p>&nbsp;</th>
<td><p><font size="2" color="red">QUEHUWIIEHS: </font></td>
<td width="416" height="25"><p><input type="text" name="icardnum'
value="1750000000025049"
size="16"></td>
<td></td>
</tr>
<tr>
<th width="75" align="center"'><p>&nbsp;</th>
<th align="center"><p><font size="2" color="red">H|HHS:
</font></th>
<td width="416" height="23"><p><input type="password"
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name="icardpwd"
value="5555" maxlength="4" size="4"> </td>

<td></td>
h <ftr>
<>
<th align="center" colspan="3"><p><input type="reset" value="Reset">
<input type="submit" value="Xl&"></th>
<td></td>
<ftr>
</table>
</form>

<hB><i><%=session("list")%>2] XI&€ HOlXI<a
nref=",./print.asp">X €& Z</i></h6>
<fa>
</body>
</html>
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ABSTRACT

Implementation of an Academic EDI System Using
Micropayment System on Internet

Byung Kil, Byun
Graduate School of Information and Telecommunications,
University of Inchon
Inchon, Korea.

As the Electronic Commerce (EC) based on the Internet is widely
used the main concerns of EC in the future is going to be exchange of
electronic information such as online publishing, database service, and
software distribution.

Major of the academic registrar service at the universities is issuance

issuance of various academic certificate, and many educational institutions
try to do this process using the EC concept. The micro-payment system
1S necessary as major payment method.

In this thesis, the principle of micro-payment system is reviewed and
several kinds of practical system are analyzed. And we design and
implement the proposed system that can offer request, payment and
issue the certificate and user authentication based on the Internet by
micro-payment system.

Especially, we focus on network security problems that may occur at
the academic registrar system through the internet and suggest some
possible solutions.
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